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28 3 &= 80211 Wireless LAN
3.1. BSS

1.

BSS
BSS stands for Basic Service Set. The coverage of an access point is called a BSS.

STA
STA indicates a wireless device acting in in BSS as a regular STAtion.

3.2. ESS

3.3. IBSS

1.

IBSS
IBSS stands for Independent Basic Service Set. Its basically Ad-Hoc mode.

H#EE% !

3.4. DSS

3.5. SSID

1

SSID

SSID stands for Service Set IDentifier. The SSID is a code attached to all packets on a wireless
network to identify each packet as part of that network. The code consists of a string of 1-32
octets (usually represented as case sensitive alphanumeric characters).

http://en.wikipedia.org/wiki/SSID

3.6. Frame Type

Frame Types

http://www.wi-fiplanet.com/tutorials/article.php/1447501

Management Frames :

Authentication
Authentication frame, Deauthentication frame

Association
Association request frame, Association response frame, Disassociation frame

Reassociation
Reassociation request frame, Reassociation response frame

Beacon Frame
Authentication frame, Deauthentication frame

Probe




80211 Wireless LAN

Probe request frame, Probe response frame

Control Frames

» Request to Send (RTS) frame

« Clear to Send (CTS) frame

» Acknowledgement (ACK) frame

Data Frames

PLME

On the other hand PLME stands for Physical Layer Management Entity.

3.7. 802.11 Beacons Related

http://www.wi-fiplanet.com/tutorials/article.php/1492071/80211-Beacons-Revealed.htm

3.8. Use RTS/CTS to avoid hidden station
problem

http://www.pulsewan.com/datal01/802_11_b_basics.htm

Another MAC-layer problem specific to wireless is the ?hidden node? issue, in which two stations
on opposite sides of an access point can both ?hear? activity from an access point, but not from
each other, usually due to distance or an obstruction. To solve this problem, 802.11 specifies
an optional Request to Send/Clear to Send (RTS/CTS) protocol at the MAC layer. When this
feature is in use, a sending station transmits an RTS and waits for the access point to reply
with a CTS. Since all stations in the network can hear the access point, the CTS causes them to
delay any intended transmissions, allowing the sending station to transmit and receive a packet
acknowledgment without any chance of collision. Since RTS/CTS adds additional overhead to
the network by temporarily reserving the medium, it is typically used only on the largest-sized
packets, for which retransmission would be expensive from a bandwidth standpoint.

3.9. CSMA/CA working flow

http://www.pulsewan.com/datal01/802_11_b_basics.htm
CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) works as follows.

A station wishing to transmit senses the air, and, if no activity is detected, the station waits an
additional, randomly selected period of time and then transmits if the medium is still free. If
the packet is received intact, the receiving station issues an ACK frame that, once successfully
received by the sender, completes the process. If the ACK frame is not detected by the sending
station, either because the original data packet was not received intact or the ACK was not
received intact, a collision is assumed to have occurred and the data packet is transmitted again
after waiting another random amount of time.

10
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28 5 & Linux Wireless LAN & 80211

Linux: Generic 2.6 Wireless Driver
http://kerneltrap.org/node/3245
XMERE T | HBdafiEHost APYEAwireless stack BISEILZERX.

5.1. FoEMILEHIZE

5.1.1. Framework

From: Page 6/47 Johannes Berg's |oresentation1

Old:

5.1. |BAYILinuxAIRILELe

userspace

nl80211

cfg80211

cfgB80211 ops
mac80211
ieee80211 ops

iwlwifi other drivers

From: page 4/47 Johannes Berg's presentation2

New:

! http://wireless.kernel.org/en/developers/Documentation/mac80211?
gction=AttachFiIe&do=view&target=mac802ll.pdf
http://wireless.kernel.org/en/developers/Documentation/cfg80211?action=AttachFile&do=view&target=control.pdf

12


http://wireless.kernel.org/en/developers/Documentation/mac80211?action=AttachFile&do=view&target=mac80211.pdf
http://wireless.kernel.org/en/developers/Documentation/cfg80211?action=AttachFile&do=view&target=control.pdf
http://wireless.kernel.org/en/developers/Documentation/mac80211?action=AttachFile&do=view&target=mac80211.pdf
http://wireless.kernel.org/en/developers/Documentation/mac80211?action=AttachFile&do=view&target=mac80211.pdf
http://wireless.kernel.org/en/developers/Documentation/cfg80211?action=AttachFile&do=view&target=control.pdf

Linux Wireless LAN & 80211

5.2. FiRILinuxAIRI425eS

userspace

ni80211

cfg80211

cfg80211 ops

current
mac80211 non-mac80211
drivers

3

From: page 5/47 Johannes Berg's presentation

Planned:

5.3. itRIEILinuxBIRILE LS4

userspace

or backward compatibilit

cfg80211

80211 o

mac80211 and future fullmac drivers

3 http://wireless.kernel.org/en/developers/Documentation/cfg80211?action=AttachFile&do=view&target=control.pdf
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http://wireless.kernel.org/en/developers/Documentation/cfg80211?action=AttachFile&do=view&target=control.pdf
http://wireless.kernel.org/en/developers/Documentation/cfg80211?action=AttachFile&do=view&target=control.pdf

Linux Wireless LAN & 80211

5.1.2. CRDA

5.4. CRDARYSEHS

Kernel to userspace: udev, udev calls CRDA
CRDA to Kernel: nl20211

latorvbi (db2bin.py key.priv.pem db txt dbparse.pyl -
regulatory.bin

5.1.3. Wext/WE

Wireless ExtensionsffEs, ZIBMILInuEE ML | HEFmac80211®, MECEGELEIE
HOZEH FETT | SrELERIEEACcfg80211°Fnl80211°,

4 http //linuxwireless.org/en/developers/Documentation/mac80211
http //linuxwireless.org/en/developers/Documentation/cfg80211
http://linuxwireless.org/en/developers/Documentation/nl80211

14


http://linuxwireless.org/en/developers/Documentation/mac80211
http://linuxwireless.org/en/developers/Documentation/cfg80211
http://linuxwireless.org/en/developers/Documentation/nl80211
http://linuxwireless.org/en/developers/Documentation/mac80211
http://linuxwireless.org/en/developers/Documentation/cfg80211
http://linuxwireless.org/en/developers/Documentation/nl80211

Linux Wireless LAN & 80211

WE

WE stands for Wireless-Extensions’ - the old driver API and user <—> kernel communication
transport.

5.1.4. cfg80211

STROLINUXTCE LS RIEE | FoUREHR BRI /APL,

5.1.5. nl80211

SEOLINUCELRESRIaER | PRESIAFIFF a2 i8] | IRAUERes R,
5.1.6. Radiotap8

FF802.1189 miiEUt (frame reception)#IfiiE A (frame injection)

5.1.7. Frame Reception/ Injection

FRBARIMHEIL | MR (M ) FRENERICPU , —MNUEMEIT , BECPUXKE., —RREEISTE
MRIREAN  ? ? ?RIAIHME | REEZIEEMC S MR MEERGEES EEME  —iRA
TR FLMBEIRCHAIRHR | DHTRIERIRIREZ S HIED.

5.1.8. MLME

MLME Stands for Media Access Control (MAC) Sublayer Management Entity. MLME is the
management entity where the Physical layer (PHY) MAC state machines reside. Examples of
states an MLME may assist in reaching:

 Authenticate

» Deauthenticate
 Associate

« Disassociate

» Reassociate

» Beacon

» Probe

¢ Timing Synchronization Function (TSF) ?

5.1.9. FullMAC

FullMAC is a term used to describe a type of wireless card where the MLME is managed in
hardware. You would not use mac80211 to write a FullMAC wireless driver.

5.1.10. SoftMAC

SoftMAC is a term used to describe a type of wireless card where the MLME is expected to be
managed in software. mac80211 is a driver API for SoftMAC wireless cards, for example.

! http://linuxwireless.org/en/developers/Documentation/Wireless-Extensions
http://linuxwireless.org/en/developers/Documentation/radiotap
9 http://en.wikipedia.org/wiki/Timing_Synchronization_Function_(TSF)
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http://baike.baidu.com/view/3089584.htm
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